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Co je docker ?

* Open-source platforma, ktora sa pouziva na nasadenie a
vyvoj aplikacii s ciefom vyuzit mikroservisovu
architekturu

* Vytvorené ako odpoved na odklon od monolitického
dizajnu aplikacii

* Nastroj pouzivany v kombinacii s Kubernetes na

nasadenie a spravu mikroservisovych aplikacii




Vyhody docker-u

Standardizované vyvojové prostredie - Development, CSE, QA a Produkcia

Lepsi vykon v porovnani s klasickymi Virtualnymi Pristrojmi (VM)

Cl/CD (Continues Integration/Continues Delivery) integréacia

Urcity druh izolacie od hardvéru

Jednoduchsi proces vyvoja jednotlivych komponentov vdaka portabilite

a izolacie v kontraste s monolitickou aplikaciou




 Mensia velkost

Docker vs Virtualny stroj

* Rychlejsie nasadenie
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Virtudlne stroje Kontajnery

* Virtualizacia na urovni aplikacie verzus virtualizacia na urovni OS (hyper-V)

* Menej bezpecné ako VM kvoli zdielanému jadru hostitela



Docker architektura

 Architektura klient-server

I [ Client —¢ (DOCKER_HOST)
- —— e e A -y * Docker klient komunikuje s Docker daemon

docker build ...,L Docker daemon i

docker pull -| [I| r . \‘\ . .

j LContalners)— \ @—:— * Docker daemon zabezpecuje
docker run  — \'\-. vytvorenie, beh a distribuciu kontajnerov
-H'\ "-..;;
.
|

é‘ g  Klient a Docker daemon mézu bezat

na rovnakom systéme, alebo Docker klienta

mozno pripojit k vzdialenému Docker deamon




Docker architektura

 Komunikacia s docker deamon prebieha

prostrednictvom Docker API:

Client | (DOCKER_HOST)
e CLI (terminal), mozné prikazy
docker build .. { - 4.+ Docker daemon
“ < S * docker pull
docker pull =[ i| r N
ocC p J’ LContainers)— \\ :@—}— e docker run
7 :
docker run — \'\-. @ * docker push
."“u S
: / ey
~d  Docker desktop (Minulé cvicenie)




Docker - Image

e Sada instrukcii (Sabléna) pouzivana na zostavenie kontajnera

 Obsahuje definiciu potrebnych kniznic, nastrojov, zavislosti a podobne Docker Image
pre beh aplikacie

e Zlozeny z vrstiev

* Dostupny z Docker registra, lokalneho uloziska Docker Desktop alebo je

zostaveny pomocou nasho vlastného suboru Dockerfile

Build Run

Docker File Docker Image Docker Container



Docker - Kontajner

 Kontajner je spustitelna instancia Docker image Docker Container
* Kontajner mozeme vytvorit, spustit, zastavit,

presunut alebo odstranit pomocou rozhrania

Docker APl alebo CLI.
* Kontajner mozete pripojit k jednej alebo viacerym

sietam, pripojit k nemu ulozZisko alebo dokonca

vytvorit novy Docker Image na zaklade jeho

aktualneho stavu (t.j. z beZiaceho kontajnera)

Build 0 Run ‘

Docker File Docker Image Docker Container
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Docker - Kontajner

Konfiguracia
Beziaca inStancia kontajnera\
Build Run
h
Docker File Docker Image Docker Container
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Docker - Kontajner

Vysoko skalovatelné Docker Container
Nemenné — po restarte pévodny stav

Jednoducha udrzba

Pristup cez sietové porty pre aplikaciu (napr. localhost:8080 pre web

aplikdciu), prikaz docker exec pre shell (vhodné pre debugovanie ale

testovanie novych veci vo vnutri kontajnera bez nutnosti znovu vytvorenia)

Build Run

Docker File Docker Image Docker Container ”



Docker registry

Client } [DOCKER_HOST) M
docker build /,.,a—l Docker daemon _ ] @ p
) I M
docker pull - | : : 1<
g | : X
- P

docker run —f NGiINX

* Docker registry — skladovanie Docker images

o Verejné

o Sukromné

* Poskytovatelia:

* Docker Hub
* Azure Container Registry

 Amazon Elastic Container Registry
12



Vytvorenie kontajnera

Build

Docker File Docker Image

Run

Docker Container

13



Docker file

* Dockerfile je textovy dokument, ktory obsahuje
vsetky prikazy, ktoré slUzia na zostavenie docker

image

Build

Docker File Docker Image

Run

Docker Container

14



Vzorovy Docker file pre .NET Core

FROM mcr.microsoft.com/dotnet/core/sdk:3.1-buster AS build-env
WORKDIR /app

COPY *.csproj ./
RUN dotnet restore

COPY . ./
RUN dotnet publish -c Release -0 out

FROM mcr.microsoft.com/dotnet/core/runtime:3.1-buster-slim-armé64v?7
WORKDIR /app

COPY --from=build-env /app/out ./

COPY KeyWord.table ./

COPY MotorVoiceCommands.Json ./

COPY EdgeHost.txt ./

RUN apt-get update -y
RUN apt-get -y install alsa-utils
RUN apt-get -y install procps

ENTRYPOINT ["dotnet", "VoiceRecognitionModule.dll"]




Vzorovy Docker file pre NodeRed

# Use node-red official containers
FROM nodered/node-red:1.3.5-12-minimal-armé64vs8

WORKDIR /usr/src/node-red
USER node-red

COPY ./flows.json /data/flows.json

# Install the opcua extension
RUN npm install node-red-contrib-opcua@@.2.263

# Install the dashboard extension
RUN npm install node-red-dashboard

# Install Azure IoT Edge Module nodes
RUN npm install node-red-contrib-azure-iot-edge-module

# Expose Port 53880 for OPC UA Server
EXPOSE 53880




Docker perzistencia udajov

e

[#] Container
bind
mount volume
Filesystem Memory

tmpfs
mount

Perzistencia udajov prostrednictvom Volumes
o Volumes - su ulozené v Casti hostitel'ského suborového systému,
ktory spravuje Docker (/var/lib/docker/volumes/ v systéme
Linux).
Non-Docker procesy by nemali upravovat tuto ¢ast siborového
systému. Volumes su najlepsim sposobom uchovavania udajov v

Dockeri.
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Docker perzistencia udajov

[#] Container
bind
mount volume
Filesystem Memory

tmpfs
mount

Perzistencia udajov prostrednictvom Bind mount
o Bind mount mdzu byt ulozené kdekolvek v hostitel'skom
systéme. MOzZu to byt dokonca dolezité systémové subory alebo

adresare. Procesy mimo Docker ich m6zu kedykolvek upravit.

18



Docker perzistencia udajov

e Perzistencia udajov prostrednictvom Tmpfs

~
Host
- o Tmpfs - su ulozené iba v pamati hostitel'ského systému a nikdy

[#] Container tmpfs
mount sa nezapisuju do suborového systému hostitelského systému

volume

Filesystem Memory

e




Vyhody kontajnerizacie

? XXX.region.com
XXX.region.usa.com ?

XXX.region.com

Europe % ? XXX.region.apac.com

7NN

_ lll. Automatické
l. Vykonnost Il. Skalovatelnost nasadenie
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Green to Blue nasadanie

V Green to Blue nasadeniach su
udrziavané dva servery: ,modry“ server
a ,zeleny” server. V kazdom danom cCase
iba jeden server spracovava poziadavky
(napr. na ktoré odkazuje DNS).

Verejné poziadavky moézu byt napriklad
smerované na modry server, ¢o z neho
robi produkény server a ,,zeleny” server
sa stava zaistovacim serverom, ku
ktorému je mozné pristupovat iba v
sukromne; sieti.

Zmeny sa nainstalujd na neaktivny
,zeleny” server, ktory sa potom testuje
prostrednictvom sukromnej siete, aby
sa overilo, ¢i zmeny funguju podla
oCakavania. Po overeni sa neaktivny
server vymeni za aktivny server, ¢im sa
nasadené zmeny efektivhe prevedu do
produkcie.

21



Vytvorenie a spustenie kontajnera

1. Vytvorenie priecinku napr. C:\DigitechProject\App
2. Vytvorenie suboru app.js na adrese C:\DigitechProject\App

3. Nakopirovanie aplikacie do app.js

const express = require("express");
const http = require("http");

const app = express();
const server = http.createServer(app);
app.get('/', function(req,res){

res.send("Hello World");

1;

server.listen(3000, function(){
console.log("Server is listening on port: 3000");

1;

22



Uprava aplikacie

4. InStalacia npm - https://nodejs.orqg/en/download/

5. Spustenie prikazu v terminali npm

6. Spustenie prikazu npm init v terminali v lokalite C:\DigitechProject\App

7. Spustenie prikazu npm install express --save v termindli v lokalite C:\DigitechProject\App

l This PC (C:) SYSTEM DigitechProject > App

Mame Date modified

l node_modules 9/29/2022 11:15 PM
B app.js 6/29/2022 11:12 PM

. Dockerfile 1:16 PM
B packagejson 9,/29/2022 11:15 PM
] package-lock.json 9/29 1:15 PM

Type

File folder
JavaScript File
File

JSOM Source File

JSOM Source File

1KB
1KE
1KE

39 KB

23


https://nodejs.org/en/download/

Vytvorenie a spustenie kontajnera — Javascript

8. Vytvorenie Docker File na mieste C:\ DigitechProject\App pricom nazov suboru je ,,Dockerfile” — bez pripony

9. Otvorenie suboru a nakopirovanie obsahu nizsie

FROM node:10

EXPOSE 80860

24



Vytvorenie a spustenie kontajnera

Tagovanie Nazov pre Docker Image

Bodka zabezpeci hl'adanie docker
file v lokalite odkial bol spusteny
terminal

10. Spustenie prikazu z terminalu docker build -t digi-tech-one .
Musite sa nachdadzat v priecinku C:\ DigitechProject\App

11. Spustenie prikazu z terminalu docker images

Mal by byt viditelny nas vytvoreny image digi-tech-one

S C:\DigitechProject\App> docker 5

EPNSTTORY fi IHLGE ID CREATED 5IZE
l:ligi-tech-n:nne C 7 seconds ago 2B9MB

*FTTlﬂE-’TEPTEd minutes ago
months ago EEHLE
months ago 325MB
months ago ::HLE

archphd.azurecr.io/noderedrevy-adule
archphd.azurecr.io/noderedopcuamodule
rchphd.azurecr.io/noderedrevpimodule

Pt = P

£

12. Spustenie docker image pomocou prikazu docker run -d -p 8080:3000 digi-tech-one

Kontajner bezi v pozadi, neddjde k vypnutie po zatvoreni termmalu \ Mapovanie portov do vonkajsieho sveta 25



Vytvorenie a spustenie kontajnera

13. Spustenie prikazu z terminalu docker ps mal by sa zobrazit beZiaci vytvoreny kontajner :)

CONTAINER ID IMAGE COMMAND CREATED STATUS
MAMES

80675e782b2f digi-tech-one "docker-entrypoint.s.."” 9 minutes ago Up 9@ minutes

nervous_swirles

26



* Docker registry — skladovanie Docker images

Docker image vo

o Dostupnost:

vzdialenom repozitari . Verejné

* Sukromné
Client } (DOCKER_HOST) Registry

docker build 4/,)-[ D{)ckerdaemon — I »2
) e, ‘—'.Z_’
- I ‘ \‘
docker run —7 N\ e NGIMX
/
/
/
/ L]
o Lokalita:
e Lokalne

 Vzdialené

* Poskytovatelia vzdialeného uloZenia:

* Docker Hub
* Azure Container Registry

 Amazon Elastic Container Registry



Docker hub

 Podmienky:

o Nainstalovany Docker desktop

o Vytvoreny ucet na https://hub.docker.com

1. Vytvorenie Docker registry repozitara - https://hub.docker.com/repositories

Wdocker hub Q. Search for great content (e.g., mysgl) Explore  Repositories  Organizations Help ~

lukys O, Create repository

b
oy

,.,l There are no repositories in this namespace. Tip: Not finding your repository? Try a different namespace.


https://hub.docker.com/
https://hub.docker.com/repositories

Docker hub

Wdocker hub  Q Search for great content (e.g., mysql)

Repositories Create

Create repository

lukys digitech_beno

Digitech cvicenie

Visibility
Using 0 of 1 private repositories. Get more

Public &
Appears in Docker Hub search results

Explore

Private &
Only visible to you

Repositories

Cancel

Organizations

Create

digitech_priezvisko

Verejné dostupny

29



Docker hub

Prikaz - docker images
2. Spustenie prikazu z cmd: docker login

3. Tagovanie image
Predpis: docker tag imageid new-repo:tagname
Spustenie prikazu z cmd — ukazka:

docker tag afc8b4ede07e lukys/digitech _beno:version2.0

30



Docker hub

4. Ulozenie image vo vzdialenom repozitari
Predpis: docker push new-repo:tagname
Spustenie prikazu z cmd:

docker push lukys/digitech_beno:version2.0

@ dockerhub  Q search for great content (e.g., mysal) Repositories  Organiza

lukys

Repositories digitech_beno

General Tags Builds

® lukys/digitech_beno

Description

Digitech cvicenie

(9 Last pushed: 9 minutes ago

Tags and scans

This repository contains 1 tag(s).
Tag 0S
version2.0

See all

Collaborators Webhooks Settings

@ WVULNERABILITY SCANMING - DISABLED
Enable
Pulled Pushed
— 9 minutes ago

Go to Advanced Image Management

31



Nginx — load balancer

VyvaZovanie zataze napriec viacerymi instanciami aplikacii prostrednictvom
distribucie prevadzky na niekol'ko aplikacnych serverov - optimalizacia vyuzitia

zdrojov.

Maximalizacia priepustnosti, znizenie latencie a zabezpecenie konfiguracii

odolnych voci chybam.

Zlepsenie vykonu, skalovatelnosti a spolahlivosti webovych aplikacii.

Efektivny nastroj na vyrovnavanie zataze HTTP.

32



Nginx — load balancer NGiNX
Kontajner digi-tech-one
al
N
0 e

Clientb — éw
Kontajner digi-tech-one




Nginx — Round-robin DNS NG iNX
Round-robin DNS:

Kontajner digi-tech-one
Web Server 1

Client1

Client2 D

[]) = Neinx

-
Client4
Web Server 2

Kontajner digi-tech-one

e Technika rozlozZenia zataze.

 Rovnomerné rozlozenie
poziadaviek medzi mnohymi
webovymi servermi.

Rl

Clientb

34



Nginx — Round-robin DNS NGiNX

Napriklad spoloénost ma jeden nazov domény a tri identické kdpie rovnakej webovej
stranky s umiestnenim na troch serveroch s tromi roznymi IP adresami.

Ked' jeden pouzivatel pristupuje na domovsku stranku bude odoslana na prvu IP
adresu.

Druhy pouzivatel, ktory pristupuje na domovsku stranku
bude zaslany na dalsSie IP adresy, a treti pouzivatel bude zaslany na

tretiu IP adresu.

V kazdom pripade, akonahle je IP adresa je vydan3, prejde sa
na koniec zoznamu.

Stvrty uzivatel teda bude zaslany na prvu IP adresu a tak dale;j.




Docker compose >

Docker é\?(jo@

Nastroj pre definovanie a spustenie multi-kontajnerov Docker aplikacii.

YAML subor na konfiguraciu
Image, ktory chceme skalovat

version:

services:
digi-tech-one: Port vyuzity nasou aplikaciou

image:
expose: /
. Image pre Nginx UloZisko pre Nginx
nginx:

image: / /

volumes: ,
- Port, kde budu smerovat

depends_on:
: / pofiadaka V4 Vonkaj§i8h0 sveta
ports:

- — Port, kde naciva Nginx 36



Implementacia

1. Vytvorenie priecinku napr. Yaml
2. Vytvorenie suboru v priecinku s nazvom docker-compose.yml a nakopirovanie
Obsahu nifgie version:

services:
digi-tech-one:
image:
expose:
nginx:
image:
volumes:

depends_on:

ports:

37



Implementacia NGiNX

3. Vytvorenie suboru v priecinku s nazvom nginx.conf a nakopirovanie obsahu
nizsie

Maximalny pocet pripojeni

nginx;
{
worker_connections 1000;
}
{
{
4000;
/ {
http://digi-tech-one:3000;
}
}
}

38



Implementacia NGiNX

Struktura v priecinku je nasledovnd:

DigitechProject » Yaml

Mame - Date modified Type

B docker-composeyml 10/20/2022 9:59 AM Yaml Scurce File

. nginx.conf 10/19/2022 9:33 PM COMF File

4. Otvorenie terminalu v priecinku a spustenie nasledovného prikazu:

N

Spustenie piatich instancii

docker-compose up --scale digi-tech-one=5

39



Implementacia -

5. Vyckanie kym docker compose nabehne:

Ps C:\DigitechProject\Yaml:

Container
Container
Container
- Container
Container

Container vya

aching to
yaml-ngi

yvaml-digi-tech-one-4
yvaml-digi-tech 2-2
yvaml-digi-tech-on
yaml-digi-tech-one
yvaml-digi-tech-one-1
1

docker-compos

Cr
Cr

-one-1, va

=

up digi-tech-one=5

il B B

i-tech-one-2, yaml-digi-tech-one-3, yaml-digi-tech-one-4, yaml-digi-tech-one-

on port:
on port
on port:
on port

rpoint.ds is not empty, will attempt to perform configuratio
ell scripts in /d entrypoint.ds
sh: Launching fdocker-entrypoint.d/1@-1iste ipw
default.sh: info: Getting the checks / ngi .dfdefault.conf
info: Enabled an 6 in | f .dfdefault.conf

etes

Riesenie je pripravené
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Implementacia :

5. Spustenie nasledovného prikazu v terminali:
docker container Is

Malo by sa zobrazit 5 beZiacich instancii:

PS C:\Users\Z@@3vCeON> docker container 1ls

CONTAINER ID IMAGE COMMAND CREATED PORTS
NAMES

S5cidl564b529e nginx:latest "/docker-entrypoint... About an hour ago 88/tcp, 0.0.0.0:u8

Pe->5000,/tcp yaml-nginx-1

d6d8clc73df9o digi-tech-one:latest "docker-entrypoint.s.. 12 hours ago 3000/tcp, 8080/ /tcp
yaml-digi-tech-one-i

dug8lab8aaScl digi-tech-one:latest "docker-entrypoint.s.. 12 hours ago 3000/tcp, 8080/tcp
yaml-digi-tech-one-2

chafees24714 digi-tech-one:latest "docker-entrypoint.s.. 12 hours ago 3000/tcp, 8080/tcp
yaml-digi-tech-one-3

33db15f74ddfc digi-tech-one:latest "docker-entrypoint.s.. 12 hours ago 3000/tcp, 8080/ /tcp
yaml-digi-tech-one-5

5211e85ad2b5 digi-tech-one:latest "docker-entrypoint.s.. 12 hours ago 3000/tcp, 8080/ /tcp
yaml-digi-tech-one-1




Implementacia

6. Otvorenie adresy http://localhost:5000/

Mala by sa zobrazit nasa web stranka:

Hello World

NG

NX
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http://localhost:5000/

Kubernates —

rozsirenie obzoru

o https://www.websupport.sk/blog/2022/09/ovladnite-serverove-

technologie/?xnpe tifc=01Qsh.zp4dojhkbjxDoXbjpZhfEWVjQsVuU O.YpOIHD4Mps4du

QNxDHXbD4.4.YJh.Y8&utm source=exponea&utm campaigh=Polovica%20ceny%20.SK

%20adresy%20je%20dnes%20na%20n%C3%Al1s&utm medium=mail

e https://www.atpjournal.sk/buxus/docs/casopisy cele/ATP%20Journal%209%202022.

pdf#tpage=54

* https://magazin.kpi.fei.tuke.sk/2019/04/kubernetes-a-jeho-zakladne-pouzitie/

43


https://magazin.kpi.fei.tuke.sk/2019/04/kubernetes-a-jeho-zakladne-pouzitie/

* https://levelup.gitconnected.com/dockerize-a-hello-world-node-
js-application-al5c0564a50e

 https://docs.docker.com/get-started/overview/

* https://docs.docker.com/storage/

* https://learn.microsoft.com/en-us/dotnet/core/docker/build-
container?tabs=windows



https://docs.docker.com/get-started/overview/
https://docs.docker.com/get-started/overview/
https://docs.docker.com/storage/
https://learn.microsoft.com/en-us/dotnet/core/docker/build-container?tabs=windows

 http://nginx.org/en/docs/http/load balancing.html

* https://cs.wikipedia.org/wiki/Round-robin DNS

 https://pspdfkit.com/blog/2018/how-to-use-docker-compose-
to-run-multiple-instances-of-a-service-in-development/



http://nginx.org/en/docs/http/load_balancing.html
https://cs.wikipedia.org/wiki/Round-robin_DNS
https://pspdfkit.com/blog/2018/how-to-use-docker-compose-to-run-multiple-instances-of-a-service-in-development/

